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Abstract

Automation of surveillance of infectious diseases—where algorithms are applied to routine care data to replace
manual decisions—Ilikely reduces workload and improves quality of surveillance. However, various barriers limit
large-scale implementation of automated surveillance (AS). Current implementation strategies for AS in surveillance
networks include central implementation (i.e. collecting all data centrally, and central algorithm application for case
ascertainment) or local implementation (i.e. local algorithm application and sharing surveillance results with the net-
work coordinating center). In this perspective, we explore whether current challenges can be solved by federated AS.
In federated AS, scripts for analyses are developed centrally and applied locally. We focus on the potential of federated
AS in the context of healthcare associated infections (AS-HAI) and of severe acute respiratory illness (AS-SARI). AS-HAI
and AS-SARI have common and specific requirements, but both would benefit from decreased local surveillance
burden, alignment of AS and increased central and local oversight, and improved access to data while preserving
privacy. Federated AS combines some benefits of a centrally implemented system, such as standardization and align-
ment of an easily scalable methodology, with some of the benefits of a locally implemented system including (near)
real-time access to data and flexibility in algorithms, meeting different information needs and improving sustainabil-
ity, and allowance of a broader range of clinically relevant case-definitions. From a global perspective, it can promote
the development of automated surveillance where it is not currently possible and foster international collaboration.
The necessary transformation of source data likely will place a significant burden on healthcare facilities. However,
this may be outweighed by the potential benefits: improved comparability of surveillance results, flexibility and reuse
of data for multiple purposes. Governance and stakeholder agreement to address accuracy, accountability, trans-
parency, digital literacy, and data protection, warrants clear attention to create acceptance of the methodology. In
conclusion, federated automated surveillance seems a potential solution for current barriers of large-scale implemen-
tation of AS-HAI and AS-SARI. Prerequisites for successful implementation include validation of results and evaluation
requirements of network participants to govern understanding and acceptance of the methodology.
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Background

Surveillance is defined as the continuous, systematic col-
lection, analysis and interpretation of health-related data,
[1, 2] and surveillance programs for infectious diseases
are essential for infection control and pandemic prepar-
edness. For example, they are considered by the World
Health Organization (WHO) as one of eight essential
components for effective prevention of healthcare associ-
ated infections (HAI) [3, 4]. HAI are infections occurring
during the process of medical care, with an estimated
prevalence of 6.5% of patients admitted in European
acute care healthcare facilities [5]. By providing feedback
of surveillance results, national and healthcare facility-
level trends in incidence rates of HAI and its determi-
nants can be evaluated and benchmarked; thereby HAI
surveillance serves as a guidance for infection preven-
tion measures and a method to evaluate the effect of
these measures. Currently, automated HAI surveillance
is mainly performed in high income countries, although
varying in extent between surveillance targets. Limita-
tions in infrastructure, expertise, time and investments
often impede structural surveillance in lower income
countries, [6, 7] although there are initiatives in these
countries to systematically collect HAI surveillance data
for a longer period, such as from an international consor-
tium through an online platform [8].

Surveillance of community-onset diseases, such as
influenza-like illness (ILI) or community-acquired pneu-
monia is also important to recognize epidemics and to
take responsive measures by public health or healthcare
facilities. The COVID-19 pandemic has stressed the
importance of continuous high-quality surveillance of
infections [9, 10]. More than a decade earlier, the Influ-
enza A(H1IN1) pandemic already elucidated the need for
high-quality, timely, and long-term surveillance of Severe
Acute Respiratory Infection (SARI), a need that was con-
firmed during [11] the influenza epidemic of 2015/2016
[10]. Influenza surveillance integrated through influenza-
like illness/severe acute respiratory infection (ILI/SARI)
surveillance platforms, automated and non-automated, is
limited globally due to limitations in sustained resources,
coordination and commitment, and timely, transparent
sharing of good quality information [12].

Traditionally, surveillance is performed in healthcare
facilities by manual review of patient records to assess
whether the patient meets a standardized case-definition
for an infection. The outcome of this surveillance is subse-
quently shared with regional or national coordinating cent-
ers according to fixed specifications. This classical method
is error prone [13] and resource intensive [14], limiting
timeliness and long-term surveillance performance. Over
the last 30 years, a progressive digitalization of informa-
tion in healthcare facilities has taken place. The widespread
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adoption of electronic health records (EHRs) offers the
opportunity to reuse routine care data for automation
of surveillance. This way, the selection of the surveillance
population of interest and the deployment of algorithms
to identify (probable) cases can be automated [15, 16].
This automated surveillance (AS) may lead to reduction
of workload, while increasing accuracy and completeness.
Automation involves increased timeliness and improved
standardization, thereby generating an improved quality
and utility of surveillance results [15, 17, 18]. Not surpris-
ingly, many algorithms for AS have been developed in the
past decades. But these initiatives were mainly confined
to research settings, with implementation limited to the
healthcare facility level. There are only a few examples of
national surveillance networks with implemented AS [19,
20].

When moving AS from the research setting to large-scale
implementation in surveillance networks, several impor-
tant choices need to be made, [21] to identify the most
suitable and successful strategy [22]. As will be described,
current implementation strategies carry their own set of
limitations and challenges, including privacy issues, (data)
technical limitations, absence of knowledge and resources
needed to deploy AS systems in individual healthcare
facilities with the local implementation approach. These
limitations will likely even have larger impact when imple-
menting more complex algorithms for case ascertainment,
and (rapid) upscaling to other (surveillance) targets, for
enhancement of pandemic preparedness.

A new approach may solve the limitations of existing
implementation strategies; with federated analyses, scripts
for analyses are developed centrally in a coordinating
center but applied locally in healthcare facilities. This solu-
tion has been tested in studies and consortia with various
purposes and may also be a solution for automated infec-
tion surveillance.

In this perspective, the potential of a federated system for
AS of infectious diseases will be explored in the context of
HAI and SARI surveillance. These surveillance targets will
serve as an example of AS where clinical data is reused to
explore potential applications. We will first give a concise
definition of AS and a description of strategies and needs
for large-scale implementation, then explain the concept of
a federated system in more detail. We will discuss prereq-
uisites for implementation and consider whether federated
systems can be a suitable implementation strategy for AS.

Automated surveillance and current strategies

for implementation

AS is defined as any form of surveillance where (parts
of) the manual assessment is replaced by an automated
process, as described in detail by the PRAISE roadmap.
[22] In AS, specific algorithms are applied to so-called
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source data, a defined subset of data collected during
the routine process of care and documented in EHRs.
AS systems can be semi-automated or fully-auto-
mated. Semi-AS systems rely on human interpretation
of results to make the final ascertainment of an infec-
tion according to the case-definition for selected cases,
whereas fully-automated systems do not require human
intervention and ascertainment is completely per-
formed by algorithms.

In HAI surveillance, a specific surveillance popula-
tion—for example a selection of patients that underwent
a specific surgical procedure, or had a medical device
inserted—is evaluated to assess whether patients meet
the case-definition of a specific type of HAIL In the con-
text of automated HAI surveillance (AS-HAI), semi-
automated surveillance (semi-AS) uses algorithms to
identify patients with a high probability of having devel-
oped the HAI of interest. Only these patients undergo
manual medical record review. Most patients are classi-
fied as having a low probability of having developed HAI
and are assumed free of HAIL Semi-AS requires little to
no adaptation of traditional case-definitions as the man-
ual confirmation step allows for incorporation of clinical
judgement. In fully-automated surveillance (fully-AS),
case-definitions are often adapted to exclude clinical
signs and symptoms or rely on proxy-indicators such as
diagnosis codes to enable automated decisions [15, 19,
23]. Common types of source data used in AS-HAI are
microbiology results, antibiotic prescriptions, admission

Table 1 Aims and requirements for HAl and SARI surveillance
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and discharge dates, days of central line insertion and
procedure codes.

In SARI surveillance, all patients admitted to a health-
care facility are assessed for the presence of a clinical syn-
drome meeting the case-definition of SARI, with national
population or a catchment area of a healthcare facility
considered the numerator. Semi-AS of SARI relies on
manual identification of cases fulfilling the WHO SARI
case definition [24] or a similar clinical case-definition
in a selection of patients who were automatically flagged
based on diagnosis codes [25]. Fully-AS SARI surveil-
lance systems rely on a proxy case-definition, often based
on diagnosis codes given at admission or discharge.
Sometimes, although case ascertainment is done fully-
automated, manual steps are still required for enrich-
ment of additional detailed data for further analyses (e.g.
patient characteristics, symptoms or pathogens). For AS-
SARI, examples of source data are diagnosis codes from
admission or discharge, admission and discharge date
and microbiological results. Table 1 summarizes the most
important aims and requirements for HAI and SARI
surveillance.

Implementation strategies for large-scale automated
surveillance

Surveillance can be performed in a local healthcare set-
ting or within a surveillance network, depending on
the use case of surveillance and on what level interven-
tions will be implemented to prevent infections (e.g.

HAI

SARI

Aims of surveillance

Numerator, case definition

Denominator

Large-scale uniformity of case
definition and case ascertain-
ment

Reliable over time

Timeliness

Risk adjustment

Provide insight into infectious complication of medi-
cal care to initiate or evaluate preventive interventions;
timely detection of increased rates of HAI, possibly
related to breaches in infection control

Standardized case-definitions, usually including microbi-
ological testing outcomes with clinical signs and symp-
toms

Patient days at risk, device-days at risk or number
of procedures

Important, for assessing local performance against com-
parators in time or place

Very important, to detect changes in relatively rare
outcomes

Less important, retrospective by design

Important, for assessing local performance against com-
parators in time or place

Monitor epidemiologic trends and characteristics

and impact of SARI on healthcare facility utilization

and mortality

Early detection of outbreaks of known or unknown
pathogens

Evaluate public health interventions such as vaccination
and monitor vaccine effectiveness

Identify risk factors for SARI

Syndromic case-definitions either fulfilling the WHO
case definition for SARI or a proxy case-definition. Ideally
complemented with causative pathogens

General population or catchment population of partici-
pating centres

Important for comparisons between countries or catch-
ment populations and comparisons in time

Important to detect small changes due to emerging
pathogens

Very important for the aim of early detection to guide
control measures for epidemics

Important for emerging pathogens to identify risk groups

and to adjust for differences in catchment populations
on a national level
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local quality improvement or evaluation of public health
interventions). If focusing on implementation of AS on
a larger scale, within a regional or national surveillance
network, generally, two strategies have been described.
AS can either be implemented centrally, where a coordi-
nating center collects all unprocessed data from partici-
pating centers in the network (or indirectly from national
registries) to perform surveillance, or locally where par-
ticipating centers in the network apply the algorithms for
case-ascertainment themselves and share the outcome of
surveillance with a coordinating center (for details, [22]).
Local implementation allows for both semi and fully-
AS, whereas centrally coordinated surveillance generally
applies fully-AS.

For example, local implementation of semi-automated
AS-HAI (surgical site infections) has been achieved in
two surveillance networks, where an AS system for case
ascertainment is implemented in multiple healthcare
facilities, guided by coordinating centers to streamline
efforts. Surveillance results are subsequently shared with
the coordinating center [20, 26]. In two semi-automated
AS-SARI examples, cases that result from queries on
ICD-10 codes applied in healthcare facilities are subse-
quently shared with the coordinating center [27, 28].

Conversely, the Danish HAIBA system is an exam-
ple of centrally implemented fully-automated AS-HAI,
where nationally collected data on microbiology, admis-
sions, procedures and antibiotic use are centrally applied
to fully-AS [19]. Examples of a centrally implemented
fully-automated AS-SARI are seen in multiple European
countries, including Norway and Scotland, where ICD-
10 codes and (sometimes anonymized) patient data are
centrally collected from healthcare facilities or national
registries [29, 30].

Experiences with local implementation of semi-AS
have shown that large reductions in surveillance work-
load can be achieved without loss of sensitivity [31]. In
addition, semi-automated AS-SARI systems allow for
a more precise identification of SARI cases, as it can be
enriched with information on symptoms, that is gener-
ally not available in EHRs in structured format. How-
ever, implementing AS has proven cumbersome [15,
18]. Local implementation of AS-HAI requires sub-
stantial knowledge of AS systems, increased IT capac-
ity, and involvement of many different stakeholders and
hence also demands advanced project management and
maintenance (Brekelmans et al., manuscript submitted
for publication published in ARIC: https://doi.org/10.
1186/s13756-024-01418-0). For AS-SARI, an additional
downside is that systems are not comprehensive but only
cover the catchment population of selected healthcare
facilities, which may not be representative on a national
scale [32, 33] Another limitation of locally implemented
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surveillance, from a central point of view, is the fact that
external validation of locally implemented systems is lim-
ited, which brings uncertainty about the comparability
across centers.

Although centrally implemented surveillance has
advantages regarding the burden imposed on healthcare
facilities, and consequently on sustainability and scalabil-
ity, this strategy often leads to reduced timeliness, uncer-
tainty about the catchment population (AS-SARI) and
lack of detailed clinical information such as (severity of)
symptoms and treatment. Diversity in documentation of
routine care data and EHR systems hinder central imple-
mentation of fully AS and unstructured data are generally
not applicable for reuse [30]. In addition, extensive link-
age or sharing of data might be precluded by the General
Data Protection Regulation (GDPR) in many countries
[34], besides possible technical limitations. As a result,
centrally implemented surveillance relies to a larger
extent on diagnosis codes. Unfortunately, the wider use
of ICD-10 codes in AS-SARI does not give the benefit
of internationally comparable results, due to differences
between countries in the selection of diagnosis codes and
in case definitions [10]. Finally, the fully-automated and
standardized AS occurring further away from the clini-
cal environment brings its own challenges with respect
to understanding and interpreting care processes and
achieving useful feedback to clinicians. However, aligning
surveillance methods with clinical practice is paramount
to achieve optimal surveillance results and acceptance by
clinicians [18, 21, 31].

In sum, both locally and centrally implemented AS
are characterized by their own challenges, balancing the
burden of local investment of resources and possibilities
for variability against the more limited data availability
in central implementation. The optimal solution would
thus be decreased local burden and increased central
and local oversight, while preserving privacy. As we will
illustrate in the next section, the alternative approach of a
federated infrastructure may be a solution to these needs.

A federated system as a potential alternative
approach for implementation of automated
surveillance

For AS, a federated system could be an alternative imple-
mentation strategy which is in between a centrally and
locally implemented system. A federated system can be
defined as an infrastructure where centrally developed
analyses are applied locally (e.g. in healthcare facilities;
Fig. 1). This approach thus facilitates the same analyses
on all data, without the need for data sharing or central
storage of source data. These analyses can be straightfor-
ward, such as a query for summary statistics (counts, pro-
portions), but can also be more complex, like regression
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Fig. 1 Schematic representation of technical operationalization of federated AS. The coordinating centre designs, maintains and distributes all
important aspects around the technical solution, algorithms and scripts for analyses, and data quality monitoring. Algorithms are locally applied
and (aggregated) surveillance results are shared centrally. (Feedback) information can be shared with participating centres and other stakeholders

in agreement with regulatory frameworks

or machine learning models. For AS, analyses can include
algorithms for case identification. This is illustrated by
an algorithm cloud service for HAI surveillance in the
Patient Safety Surveillance Solutions System, which can
be integrated in a federated system [35]. The exact archi-
tecture of a federated system will need to be tailored to
the needs for surveillance and of stakeholder preferences.
The details of the solution in practice will also depend
on existing structures and processes in the environment
where it is implemented.

Technical operationalization of federated AS

The coordinating centre develops a blueprint for design
and maintenance of the technical solution (Fig. 1, point
1). The source data are locally extracted from EHR sys-
tems and subsequently transformed to harmonized
machine readable (interoperable) data (explained in
detail below (harmonization); Fig. 1, point 2) and vali-
dated (Fig. 1, point 3) When requested, centrally devel-
oped algorithms are run on these harmonized data at

different sites in the network (Fig. 1, point 4-5). Case-
based or aggregated data can be shared and analysed on
a regional, national, or international level, and results of
these analyses can be fed back to the local sites and other
stakeholders (Fig. 1, point 7). The coordinating centre
provides management and support during the whole fed-
erated (semi-)AS process, including monitoring of (local)
data quality and maintenance, distribution and valida-
tion of the algorithms. (Fig. 1, point 1,4,7) Governance
aspects and prerequisites for federated AS will be dis-
cussed below.

Harmonization of data from electronic health
records
Federated systems rely on harmonized digital routine
care data from EHRs. Therefore, a clear understanding
of key aspects of harmonization of data is important.
The digitalization of information in healthcare facili-
ties has so far mainly targeted individual healthcare facil-
ity services rather than considering the overall process
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within the organizations. As a result, information in
healthcare facilities is often fragmented, collected in sep-
arate systems that do not interoperate (i.e. interact) and
stored in different, in many cases proprietary, formats
[36, 37]. Ideally, a common format is applied directly in
primary EHR systems, but since such extensive standard-
ization has not been reached yet information often needs
data re-entry or transformation to be available across sys-
tems even within the same organization.

Data harmonization: semantical and syntactical
interoperability

To facilitate the exchange of surveillance data within a
surveillance network and enable the application of AS
algorithms across different healthcare facilities, it is nec-
essary that data across the different organizations share
a common format and become interoperable. Interoper-
ability has been defined as “the ability of two or more sys-
tems or components to exchange information and to use
the information that has been exchanged” [38].

We can identify four main levels of interoperability:
technical, organizational, syntactic, and semantic. The
first level refers to the capability of exchanging data using
common communication protocols. Organizational
interoperability alludes to the alignment of policies and
goals across organizations. Syntactic and semantic inter-
operability focus on the format and on the terminology of
the information to enable data harmonization and facili-
tate data exchange. These concepts are explained by prac-
tical examples.

In different healthcare facility systems, the same clinical
concepts can be identified using different terms or differ-
ent codes according to specific practice or conventions.
For example, the microorganism “Staphylococcus aureus”
could be identified with abbreviations such as “sau” “St.
Au? or other local codes across different systems. It is
evident that this inhomogeneous terminology hinders
automatic processing of data as each concept needs to be
manually evaluated to understand its meaning and iden-
tify possible matches in the different systems.

To address this problem, international standard ter-
minologies should be used; these provide unique codes
that unequivocally identify clinical concepts at a global
level. SNOMED CT [39], for example, is a comprehensive
terminology for health-related terms that includes also
international codes for the names of microorganisms,
so that the code “3092008’, identifies unambiguously the
Staphylococcus aureus.

Several widely used international terminologies with
different focuses exist. Additional examples include
the Logical Observation Identifiers Names and Codes
(LOINC) [40] which allows to define laboratory pro-
cedures such as the detection of a microorganism
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specifying different diagnostic methods; the Anatomi-
cal Therapeutic Chemical (ATC) [41] and the Interna-
tional Classification of Diseases (ICD) [42], endorsed by
the World Health Organization, which provide standard
codes for pharmaceutical products and diseases respec-
tively. Within the project ORCHESTRA, standard termi-
nologies were used to establish semantic interoperability
across several COVID-19 studies in Europe [43] enabling
federated analysis across the different data sources [44].
The Reconciliation of Cohort Data for Infectious Dis-
eases (ReCoDID) Consortium harmonized and standard-
ized clinical-epidemiological and laboratory data of nine
arbovirus (arthropod-borne viruses) cohorts in Latin
America, to reuse cohort data which individually may
contain too small numbers to answer research questions
[45]. Additionally, standards were also used to create
common data elements for diagnostic tests in infectious
disease studies [46].

Aside from ensuring that the semantics are standard-
ized, the syntax also requires standardization to make
data readable by machines and allow for data exchange.
The international standard organization Health Level 7
(HL7) [47], has developed one of the most widely used
messaging standards for the exchange of clinical data
between systems in healthcare facilities, called HL7 V2.
The innovative HL7 standard FHIR (Fast Healthcare
Interoperability Resources [48]), represents an evolu-
tion from the previous HL7 standards, combining their
features with the use of the latest web standards. FHIR
enables efficient exchange of information and is com-
plementary with the abovementioned standard termi-
nologies which can be conveniently integrated into its
structure. Figure 2 illustrates an example of the com-
bined use of FHIR elements and standard terminolo-
gies to describe the detection of Staphylococcus aureus
via microbial culture. The example is based on the data
model (version 2024) for microbiology procedures
described within the German Medical Informatics Ini-
tiative. In this context, a data set for the detection of a
microorganism and for the definition of its characteristics
was defined, describing the type of test (e.g. “culture”),
whether there was a positive result (e.g. “detected”), and
if so, the name of the organism (e.g. “Staphylococcus
aureus”), based on international interoperability stand-
ards such as FHIR, SNOMED CT and LOINC [49].

Development of common data model for AS

To perform AS within a federated network of healthcare
facilities, a common data model needs to be developed.
To achieve a common data model for AS, first consensus
is to be reached among the relevant scientific communi-
ties of medical and surveillance experts on data elements
that are minimally required (i.e. minimal data set; MDS)
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* Observation.code: 11475-1 Microorganism identified in Specimen by Culture (LOINC)

e Observation.value: 260373001 Detected (SNOMED CT)

® Observation.component.value: 3092008 Staphylococcus aureus (SNOMED CT)

Fig. 2 Example of three FHIR Observation elements, integrating terminology. The FHIR element Observation.code can be associated to a LOINC
code to specify the type of observation. The FHIR element Observation.value is used to describe the result of the observation, in this case, using

the SNOMED CT code for “detected”. The name of the detected micro-organism, “Staphylococcus aureus”in the example, can be defined in the FHIR
element Observation.component.value specified by the corresponding SNOMED CT code

in the context of AS, for population selection, algorithm
application for automated case detection, and case mix
variables. Second, for this MDS, the semantic codes that
identify the concepts need to be selected from the stand-
ard terminologies, accompanied with the specification of
the syntax (e.g. in FHIR) in which the selected informa-
tion should be provided. This second step requires a care-
ful study of the relevant terms and international coding
systems and presupposes a close collaboration between
subject matter experts, information technology and
healthcare standard experts.

This is not a one-off exercise, but maintenance is piv-
otal for high quality data. For example, new pathogens
registered in laboratory information systems must be
mapped to e.g. SNOMED CT codes or missing codes
can be added [50]. It also requires coordination between
healthcare facilities and the coordinating center: health-
care facilities need to actively inform the coordinating
center when new elements are encountered. Conversely,
the coordinating center needs to promptly inform health-
care facilities on version updates and data specifications.

We suggest that the common data model should be
based on international interoperability standards to facil-
itate data compatibility across multiple applications at
cross-institutional and also at international level. The use
of standards reduces the need for data transformation
and supports the process of making data Findable, Acces-
sible, Interoperable, Reusable (FAIR) [51].

Prerequisites for implementation: local data
transformation and quality assessment

Healthcare facilities participating in a network for fed-
erated AS thus need to extract the required data from
EHRs, transform these data into the required harmo-
nized and machine-readable formats (i.e. interoper-
able formats) and load them to establish the technical
connection to make them accessible to be analyzed in a
federated manner (Fig. 1, point 2). This process of trans-
formation of data is known as Extract, Transform and
Load (ETL) and requires IT experts from the healthcare
facility to technically prepare the data to conform to the
established common data model. These ETL processes

should be tailored to local information systems, be
reproducible and performed repeatedly with different
parameters, such as time periods. Depending on the sur-
veillance target, this may require generation of real-time
data, for example in detection of outbreaks or upsurges
like in SARI surveillance. Establishing an efficient ETL
process requires of course investment of resources, and
it is therefore important to organize it in a structured way
that can be re-utilized over time for different purposes.
In Germany for example, the MII, has identified a core
data set (MII CDS) of patient-related information that all
university hospitals should be able to provide in a spe-
cific standard format for secondary use. As part of the
initiative, hospitals have organized entities closely con-
nected to the clinical information systems called “data
integration centers” (DICs) where ETL processes make
standardized MII CDS data available for many types of
medical research or surveillance activities. DICs offer
solutions for data exchange and analyses and are con-
sidered a crucial component of near future federative
research projects, as well as fundamental for implement-
ing automated HAI surveillance [52]. Data preparation is
certainly not just a technical operation but requires also
interpretation of the meaning of data. Source data from
EHR systems have been primarily registered for health-
care provision, not for surveillance purposes, and have a
meaning in a certain context. Local data transformation
requires medical and domain experts with knowledge
of the CDM and of local data. Because of differences
in EHR and registration practices between healthcare
facilities, mapping clinical information of the same con-
cept to semantic codes is not a standard procedure. The
level of detail of description of a disease, for example,
may vary and consequently although the concept is the
same, codes might be different [53]. For example, “Bac-
terial infectious disease (disorder)” and “Bacterial res-
piratory infection (disorder)” correspond to two different
SNOMED codes as the latter concept includes informa-
tion concerning the finding site for the disease; therefore,
to maximize interoperability, general rules should be
defined as to what level of information should be utilized.
Likely, central support to local healthcare facilities by



van Rooden et al. Antimicrobial Resistance & Infection Control

providing knowledge and guidance in transformation of
data and prepare for reuse, including supporting rules on
the choice of terminology codes will be needed.

Validation is always vital for obtaining quality results
and starts at the source of the data. Technical valida-
tion of data quality needs to be performed continuously
within the ETL procedures and routine checks should
assess whether the specifications of a CDM are met, if
mandatory data are present and report outlier values.
This is also not just a technical exertion, since medi-
cal and domain knowledge is required to interpret the
data and make decisions on data selection, assessment
of completeness and plausibility (e.g. expected gender,
range of age) [54]. Therefore, close cooperation between
the technicians who integrate the rules into the system
and the domain experts who define the rules is necessary
at central and local level.

In addition to data validation, it is important that algo-
rithm results are validated locally. Even with data meet-
ing specifications, good algorithm performance (e.g.
sensitivity of case ascertainment) is not guaranteed,
because of differences in clinical procedures. Since local
algorithm validation is likely to be burdensome, it would
be beneficial to investigate how sound validation can
be performed without requiring a lot of resources and
detailed knowledge on AS development, in line with the
advantages that is strived for with federated AS.

Finally, validation also needs to be performed at a
central level, both technical validation and content
validation. For the latter, traceability and auditability
of federated analyzed data is needed to ensure correct
interpretation of the data [52, 55].

Prerequisites for implementation: ethical, legal
and societal implications (ELSI) for application
of federated automated surveillance
To better understand the potential ethical, legal and soci-
etal implications (the ELSI) of federated AS, an impor-
tant question is how the GDPR [34] would apply to the
processing of (personal) data through federated systems
and if there are remaining concerns regarding data secu-
rity, the privacy of persons, and other ELSL

When focusing on implications for privacy and data
protection, we assume that according to the federated
systems as described above data are collected at the
patient level. In this case, the same laws and regulations
apply as in regular surveillance, including the GDPR. If
shared data can be further aggregated, then data is con-
sidered non-personal data [56]. Still, there must be no
available means to infer the identities of the underlying
individuals from the non-personal data.

When considering compliance with the GDPR, the
regulation delineates seven key principles [57]. The use of
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federated systems clearly supports compliance with some
of them, such as: purpose limitation (data are used for
surveillance approved by provider), data minimization
(only essential data are collected, preferably in aggregated
or pseudorandomized form) and storage limitation (anal-
yses on source data are performed locally). Four other
principles are likely challenged, and need to be governed
in the organization of a network for federated AS.

Firstly, concerning the principle of integrity & confi-
dentiality, as mentioned, risks for exposure of personal
data cannot be excluded, even in aggregated form. As
such, additional data protection measures should be
taken, such as through privacy enhancing techniques as
described in the literature [58]. Secondly, as aforemen-
tioned, accuracy can be challenged as implementation
of federated systems relies on substantial efforts from
healthcare facilities and the coordinating centers to pro-
vide FAIR and quality data and to engage collaboratively
in defining data standards. In addition, clear communica-
tions on specifications and validation procedures would
align local processes to ensure comparability between
healthcare facilities. Thirdly, accountability is compli-
cated because responsibilities lie with different stake-
holders (e.g. data quality from the provider side, versus
data security from the user side) [59]. The surveillance
process therefore necessitates a more collaborative char-
acter requiring a higher level of trust between all parties
compared to traditional processing methods. Fourthly,
lawfulness, fairness & transparency can be challenged
by the “black-box” effect of algorithms and the feder-
ated system itself, which is less tangible and makes the
exact data processing difficult to comprehend. In this
regard, additional legal frameworks, such as the EU Al
Act and the European Parliament’s resolution of 12 Feb-
ruary 2020 on automated decision-making processes
(2019/2915(RSP) [60, 61] become relevant addressing the
risks to individuals from having automated tools used to
inform decisions that might have an impact on them. In
retrospective surveillance risks are considered low since
results aims to inform policy decisions on a populational
level and large and specified surveillance populations
reduce the risk of sampling bias or unfair representa-
tion from populational groups. To conclude, stakeholder
engagement and acceptance is paramount and could
be achieved by involving them right from the design
phase in development of federated AS, [62, 63] by creat-
ing clarity in expectations and optimizing usability, and
by increasing reliance in the federated network by clear
governance of responsibilities and accountability [64].
In addition, good communication is important to help
address these challenges: not only between active partici-
pants of the federated AS systems to ensure better collab-
oration (e.g. communication on norms and standards to
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enhance transparency and ensure data quality); but also
to enhance the benefits of these systems at all levels [65].
Federated systems must comply with minimal trans-
parency requirements that would allow users to make
informed decisions. This underscores the need for regu-
latory frameworks for access, handling and publication of
results, investing in digital literacy, as well as efforts from
algorithm developers to make the source code transpar-
ent and understandable to healthcare facility profes-
sionals and the public, considering the final impact on
quality of results and decision making [55, 63, 66]. Net-
works are to be established across all partners to build
relationships, and feedback routes for defining protocols,
shared aims and agendas, among other things [65]. It is
important to reflect on how the relevant stakeholders,
including civil society, would be properly informed on
how federated analyses feed into decision-making. As an
example, federated AS would allow national authorities,
and individual hospitals to have a broader overview of
the incidence of infections in their setting as compared
to others together with communication on how these fig-
ures were arrived at. As such, it supports local decision
making on preventive measures to improve such per-
formance in the long term, without any impact on deci-
sions about individual health care delivery. Supervision
or independent oversight of AS by qualified profession-
als with legitimate public interests are critical, supported
by risk management strategies and monitoring. Review
structures should also have mechanisms where it is pos-
sible for stakeholders to question and remedy potential
mistakes in decisions informed by automated processes.
As a final point, and from the perspective of a network
on an international level, a challenge for complying with
the GDPR, across all data analytics methods, is the differ-
ence between countries in interpretation and implemen-
tation of the legal framework, which makes it challenging
to integrate datasets especially across different jurisdic-
tions [67]. International networks of federated AS can
help to address this issue by supporting the implemen-
tation of standards for regulatory compliance. Networks
like VODAN-Africa included in their governance model,
in addition to the well-known FAIR principles, the OLR
(Ownership, Localisation and Regulatory Compliance)
principles. The added value of this approach is that by
adapting tools and practices to regulatory requirements
across locations (usually based on the strictest ones) it
creates a precedent enhancing not only legal certainty
but also data interoperability, transparency, and creates
opportunities for international collaborations [63, 68].
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Pros and cons of federated systems for HAI

and SARI surveillance

If we consider AS systems as the whole system of selec-
tion of surveillance population and source data, and
identification of patients with SARI or HAI, and the
aggregation of results federated AS appears to provide
some major advantages over both locally and centrally
implemented AS systems. Table 2 describes which needs
for large-scale implementation of AS such a system
would meet, but also highlights potential downsides and
prerequisites for a sound methodology and sustainable
implementation.

Federated AS combines some benefits of a centrally
implemented system, such as standardization and align-
ment of an easily scalable centrally developed meth-
odology, contributing to a reduction of the burden on
individual healthcare facilities. At the same time, it offers
some benefits of a locally implemented system, including
more timely access to data and flexibility in algorithms
and timing, satisfying different information needs and
contributing to sustainability. Moreover, enabling semi-
AS and more complex analyses methods would allow for
a broader range of meaningful case definitions.

Federated AS systems may also prepare for application
of technological advancements, such as ‘federated learn-
ing’ This is a type of machine learning without central
data collection. At every location, models are trained.
Model metadata, rather than individual data points,
are shared with the coordinating centre, for continued
updating and refinement of shared global algorithms
[55]. Although all analyses can be carried out with a cen-
tral implementation strategy, it is often desirable to avoid
sharing large amounts of data when possible, or in some
cases sharing may even become unacceptable. In fact,
the willingness to share data often is directly connected
to the amount of (confidential) data being shared. Feder-
ated analyses could then enable more detailed analyses,
that otherwise would have not been accepted in a non-
federated setting. When we consider explanatory analy-
ses for instance, we might develop a model based only
on a limited number of covariates/features in a non-fed-
erated setting because of sharing concerns, whereas in a
federated setting we might have a much larger amount of
(sensitive) covariates/features to our disposal. An exam-
ple of an analysis that could benefit from more detailed
data is the identification of individual risk factors or risk
factors at the level of the health care facility for the risk
of HAIL Having more the data available then decreases
the chances of overlooking any relevant risk factors. Next
to more detailed analyses, a federated system might pro-
vide the opportunity to automate descriptive analyses,
in which summary statistics are generated to provide
an overview of the phenomena in regular time intervals
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(e.g. description of upsurges of influenza-positives before
hospital admission, differences in epidemic severity
between seasons or appearance of new pathogens in cer-
tain regions). Although Federated Learning methodology
seems promising, few studies explored this new analysis
method on EHR data [69, 70]. Challenges of federated
learning related to the choice of analyses methods and
models, and, by definition, their ability to provide reli-
able answers despite not having the metadata of models
from all healthcare facilities available at the same time,
have been identified in specific settings [71, 72]. And,
despite the elegance of federated analyses, new security
issues cannot be excluded [73]. The feasibility, reliability,
and factors impacting the outcomes of federated learning
need to be explored in the context of analyses relevant to
HAI and SARI surveillance to be be accepted and consid-
ered trustworthy by stakeholders [74].

Cross-institutional agreements on harmonization of
source data would bring great advantages to healthcare
facilities as they would be empowered to re-use the data
for multiple applications and could easily join exist-
ing networks on a case-by-case basis. Harmonization of
source data based on interoperability standards enhances
interoperability and FAIRness, improves the comparabil-
ity of surveillance results over time between healthcare
facilities, and if data models are shared on an interna-
tional national level, between surveillance networks.
For example, in AS-SARI surveillance, the sensitivity of
(proxy) case definitions depends on the specification of
the source data [10]. Ideally, CDMs based on interoper-
ability standards should be supported by international
organizations such as European Centre for Disease Pre-
vention and Control or other relevant international
surveillance-related institutes to facilitate same source
data specifications across various surveillance networks,
allowing for comparability of surveillance results between
networks and re-use of knowledge. This perfectly aligns
with the WHO recommendations for resilient surveil-
lance for respiratory viruses, indicating that data man-
agement systems and standards should be adopted for
simultaneous and coordinated interpretation of data
from multiple sources and countries are pivotal for res-
piratory illness surveillance to quickly triangulate infor-
mation. This would allow for cross-country comparisons,
potentially revealing essential information for decision
making that would not have become visible based on sur-
veillance in single countries [75].

Although with federated AS there is no need to develop,
implement and maintain an AS system in each healthcare
facility, data transformation and maintenance of IT con-
nections still places a significant burden on local experts
and also resources and a shift in knowledge necessary for
meaningful interpretation should be considered. From a
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study in German healthcare facilities, it was learned that
data availability and accessibility from the EHR systems
for reuse for surveillance purposes was variable with
room for improvement, and adherence to interoperabil-
ity standards would be strategic [76]. A federated system
can only be implemented if the resources are planned
carefully and sustainably, and are recommended not to
be a single-purpose investment but have the flexibility to
be also supportive for surveillance of other diseases and
research. Implementing standards such as SNOMED CT
or LOINC can be a challenging process that is generally
not prioritized in the routine of laboratories and health-
care facility. However, the developments on harmoniza-
tion and full exploitation of the potential of health data
by making data FAIR is not isolated. Implementation is
likely to be facilitated by (inter)national developments
such as the European Health Data Space (EHDS) regula-
tion [77, 78], aiming to solve the problem of segmenta-
tion of healthcare information by creating a framework
for health data exchange and integration in Europe by
providing rules and governance. These developments
can be important for adoption of federated systems for
surveillance.

While data may be harmonized, it should not be over-
looked that the meaning or interpretation of data may
differ. Differences between healthcare facilities may be
the result of differences in coding practices or clinical
policies, e.g. regarding diagnostic testing or medication
prescriptions. The quality of data and validity of stand-
ardized algorithms has yet to prove itself, and oppor-
tunities for local adaptation may need to be explored.
Moreover, data integrity and data quality become more
difficult to assess and manage centrally, because cleaning
and harmonization occur locally. No thorough knowl-
edge on AS systems is needed in every healthcare facility,
but a clear understanding of federated AS and (complex)
algorithms is still required to interpret and accept the
surveillance results. This underlines the importance of
digital and health literacy to make informed decisions,
but may also warrant good governance and organization,
to facilitate healthcare facilities. Transparency and clear
understanding of data are key when developing federated
AS, to create valuable and actionable data supporting
infection control measures.

The barriers and needs and potential benefits in
this perspective stem mainly from experiences with
large-scale implementation of automated surveillance.
Reported barriers to implementing digital health solu-
tions for public health surveillance and sharing data for
analyses in lower resourced settings include obstacles to
digitisation and manual efforts to collect, structure and
submit data, resulting in loss of (integrity of) data and
divergence on (quality) standards and legal frameworks
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and regulations, and uncertainties or lack of ownership
[63, 79, 80]. Well-designed federated automated surveil-
lance, where aforementioned governance aspects, FAIR
standards and architecture are included directly from
the design phase, could address many of the abovemen-
tioned barriers. It thus may be beneficial to support less
resourced settings to set up automated surveillance, on
the premise that there is minimal digitalization of infor-
mation and resources are sustained. In addition, through
this approach, international and cross-sectorial col-
laborations could be enhanced supporting global public
health and pandemic preparedness [12, 65, 75].

Conclusions, future perspectives

In conclusion, AS in federated systems can benefit from
central development of systems for fully or semi-AS for
large-scale implementation of AS-HAI and AS-SARI,
without the need to share large amounts of source data,
as a solution for current challenges and preparing for
future developments. In addition, using harmonized
source data could allow for increased comparability
of results. Still, the quality of data and AS results must
be proven. Additionally, further research is required to
assess the impact of potential disadvantages of federated
systems, including quantifying the required resources
for data harmonization and validation and defining the
governance structures and regulatory frameworks that
should be in place.

We have now evaluated the potential of a federated
approach in the context of specific surveillance aims.
AS-HAI and AS-SARI share commonalities, such as the
importance of uniformity of definitions and case detec-
tion methods and reliability of applied methods over
time, but have also different requirements such as the
scale of the population of interest and importance of
timeliness. A considerable advantage of federated sur-
veillance may be that the same infrastructure can be lev-
eraged to scale up to other surveillance targets, such as
surveillance of antimicrobial resistance, and in a wider
global context to optimize care and mitigate public health
threats (80). Ultimately, the method should prove itself
through good quality surveillance data that are useful and
actionable for local decision making to reach the goal,
being prevention of infections.

Glossary

Fully-automated surveillance: Automated surveillance where all steps of
surveillance - from data collection to the
determination of the infection status are
performed without any human interven-
tion or interpretation [22].

Automated surveillance where the deter-
mination of an infection status is a com-
bination of automation, chart review and
manual confirmation for a selection of

Semi-automated surveillance:
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records [22].

An objective description of established criteria to

identify the disease under surveillance

Source data: Raw data elements from routine care data used by algorithms to

detect (possible) HAI, calculate the denominator or risk factors
(e.g. microbiology results, admission and discharge dates, central
line days, procedure codes) [22].

Algorithms for case identification: ~ An automated detection method to clas-
sify cases with (a probability of) an infec-
tion according to the case definition

Centrally implemented automated surveillance: Automated surveillance

designed, coordinated, and

implemented the coordinat-
ing center (central case ascer-

tainment) [22]

Automated surveillance

designed and coordinated

by a coordinating center, but
implemented locally (local
case ascertainment), under
the responsibility of the par-
ticipating healthcare facility

[22]

Data reported on a group level as

opposed to on an individual level

An infrastructure that can be used for collaborative

analyses across data from various local facilities, with-

out sharing or central storage of these data

Collaborative analyses across data from different insti-

tutes (e.g. healthcare facilities), without sharing source

data

Type of machine learning where models are trained

on local datasets that are not collected centrally,

The ability of two or more systems or components to

exchange information and to use the information that

has been exchanged

Specifications on syntax and semantics for a specified

data set with the purpose to facilitate interoperability

and data exchange among separate applications and
data sources

Interoperability standards: Specifications  provided by Standard

Development Organizations of the syntax
and semantics of (health) data

Data elements required for a specific surveillance

purpose

Case-definition:

Locally implemented automated surveillance:

Aggregated data/results:

Federated system:

Federated analyses:

Federated learning:

Interoperability:

Common data model:

Minimal data set:

ETL; Extract transform load: The process required to combine data
from different sources into a specified
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